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Adobe Reader allows you to verify the validity of publicly issued qualified digital
certificates through LDAP and the points of distribution of the revoked certificates
(CRL).

The configuration needed to verify the validity of the digital signature using
the Microsoft store (based on the default acceptance of the root certificates) :

Signature Validation Status

[_‘J Signature validity is UNKNOWN.
- The Document has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of
trusted identities and none of its parent certificates are trusted identities.

Legal Notice... ] l Signature Properties... l [ Close

I.  Open the EDIT menu and then select PREFERENCES
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Il.  Select the SECURITY menu from the list on the left and then click on
ADVANCED PREFERENCES

Preferences

Categories:
Digital Sig

Commenting
Documents
Full Screen [T] View documents in preview document mode when signing
General
Page Display

[V] Verify signatures when the document is opened

Appearance

3D & Multimedia
Accessibility Edit
Forms
Identity Duplicate
International
Internet Delete
JavaScript
Measuring (2D)
Measuring (30)
Measuring (Geo) Security Settings

Multimedia (legacy) ["] Load security settings from a server
Multimedia Trust (legacy)
Online Services

Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling 2 Weeks 3 Months Ask before updating
Tracker

Trust Manager
Units

Updater

Server Settings

URL:

Settings must be signed by: Allow Any Certificate €.

Check every Week @ Month Update Now

LiveCycle Rights Management

Clear remembered account information... |

I1l.  Select the WINDOWS INTEGRATION tab

Digital Signatures Advanced Preferences. =

Verification | Creation|| Windows Integration [|

When Verifying:
@ Use the document-specified method. Prompt if it is not available.
(©) Use the document-specified method. Use the default method if it is not available.
©) Always use the default method (overrides the document-specified method).

Default Method for Verifying Signatures: | Adobe Default Security
[¥] Require certificate revocation checking to succeed whenever possible during signature verification
["]1gnore document validation information
Verification Time
Verify Signatures Using:

© The current time
©) Secure time (e.q. timestamp) embedded in the signature if available, current time otherwise

@ The time at which the signature was created

[¥] Use expired timestamps

@
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IV. Check the 3 boxes and then click OK twice in order to close the windows.

R )
Digital Signatures Advanced Preferances [E5

Verification | Creation | Windows Integration

Enable searching the Windows Certificate Store for certificates other than yours

Trust ALL root certificates in the Windows Certificate Store for the following operations:
Validating Signatures
[#] Validating Certified Documents

/1y If either of these options are selected content frem companies that have certificates

installed in Windows may be treated as trusted content. Care should be taken in enabling
this feature.

| |

V. Click on the digital signature field in order for it to be automatically verified.

[Signature Validation Status L IR R L

r Signature is VALID, signed by NUME PRENUME <test@digisign.ro>.
- The Document has not been modified since this signature was applied.
- The document is signed by the current user.

LLegaI Notice... ] [ Signature Properties... ] [ Close
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