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Configurarea optiunilor pentru autentificarea pe server utilizand
certificatele digitale (IIS)

1. Selectati meniul Start = Programs = Administrative Tools = Internet Information Server. Selectati
site-ul web pe care aveti instalat un certificat de server si pentru care doriti sa realizati autentificarea cu
ajutorul certificatelor digitale. Selectati optiunea Properties prin click-dreapta.
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2. Alegeti tab-ul Directory Security si din sectiunea Secure communications apasati butonul
Edit.

DnSite Properties

‘Wb Site ] Operstorz | Pesformance | 1S4F1 Filters I Home Direcloy |
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3. Bifaii casutele “Require secure channel (SSL)”, “Enable client certificate mapping”
si “Enable certificate trust list”.
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In sectiunea Client certificates puteti opta pentru una din variante. In cazul in care alegeti varianta
“Accept client certificates”, autentificarea se poate realiza atat pe baza de certificate digitale cat si pe
baza de user si parola. Daca optati pentru “Require client certificates”, autentificarea se realizeaza
numai pe baza de certificate digitale.

in sectiunea “Enable client certificate mapping” apéasati butonul Edit. in aceastd etapd puteti opta
pentru una din optiunile de mapare a conturilor. Poate fi “1-to-1” (fiecarui cont i se atribuie un
certificat digital) sau “Many-to-1” (se atribuie un singur certificat pentru mai multe conturi).

Account Mappings [ <]
Ttod IMany—toJ 1
Edit "one to one’’ mappings. Each individual certificats is mapped into & specific Windows accourt. You can chooss o
map multiple certificates into the same account, but & separate mapping entiy must sxist for each -
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In cazul in care ati ales optiunea “1-to-1”, apasati butonul Add, introduceti numele userului (contului

respectiv) si atasati-i un certificat digital valid. Certificatul respectiv se gaseste sub forma unui fisier cu
extensia .cer si contine cheia publica.

Open

Laok jrt [ [ Desktop | e @ E-

=y My Documents
._

My Computer
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getcacerk.cer
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Files of type:

In cazul in care optati pentru atribuirea “Many-to-1”, se creeazd o reguld pentru autentificarea cu
certificate digitale. Apasati butonul Add.

Account Mappings
1o Manwto-1 I
when & client certificate is presered. these matching miles will be examined in the order in which thew appear beow.
Upar the first match, the userwill be logged into the associaed Windows user accourt. '
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Alegeti un nume sugestiv pentru aceastd reguld si apasati apoi butonul Next. in fereastra Rules,
apasati butonul New pentru a crea o noua regula de mapare.

General

Rules

V' Enable this wildearnd rle Specify the cerificate fislds-anc match criteria;

Enter-a brief desciiption of the wildeard matching rile. This iz for sour reference:only. Certif cate Fiald | Sub Field l W ateh Critena

Diezcription: |5

Edits Mew. I [elete |

' Back l Hext > l Cancel Help Rl ! Mest s i

Cancel Help

Veti ajunge intr-o fereastra “Edit Rule Element’” unde va puteti alege criteriile dupa care dorii sa
realizati autentificarea cu ajutorul certificatelor. Autentificarea se poate realiza dupa emitent (Issuer)

sau dupa anumite subcampuri din campul Subject. Toate aceste informatii sunt continute de fiecare

certificat. Edit Rule Element

Edit the rule element by choasing what major of the certificate iz to be matched against. Then chaose an appropriate
subfield. Finally, enter a matching string_. ‘'ou can uge wildeards for the match,
Walid subfields are short strings indicating a sub-walue in & certificate field. Example; *'0"" stands for Organization,

Mew subfield stings may be defined at a later date. Please refer to current dacurmentation for the latest codes.

V' Match Capitalization

Ceitificate Field: Ilssuer & chart of some of the sub-fields already defined iz beldw.

0 Organization - & company or business

QU Organization Uit - department
CH. Common Mame - a net address - e.g. "microzoft com’'

Criteria: iDefauIt" C  County/Feagion - & short pre-defined code e.g. 'S
S Stateor Province

L Localiy -t
(1.8 I Cancel | Help I e

Pentru cAmpul Sub Field puteti alege una din variantele de mai jos, unde O reprezinta compania care a
emis certificatele (in acest caz DIGISIGN S.A.), OU reprezinta Organization Unit, CN reprezinta

Common Name, E reprezintd adresa de e- mail. Toate aceste informatii le gasiti pe certificate in sectiunea
Details \ Subject.

Edit Rulz Element
Edit the rule element by cheasing what major of the certificate is bo be matched against. Ther choose an approprate.
zubfield, Fitially. enter a matching sting. Yeou can use wildoards for e match.

Walid subhields are short stings indicating & sub-walue & certhcate eld. Example; U stands for Uiganizatich.

Mew subfield stings may be defined at a later date: Fleass refer to curent documentatior for the latest codes.

V¥ Mateh Capitalization

Ceitficate Field: llssuer J A chart of some of the sub-fields already defined s belw.
0 COrganization - & companyor business
SubField: ’E OU  Organization Unit - departnent

0

CH - Common Mame - & et address - &g Mmicrose’t com
ou

-
-
___i C ConrdiFegior - & st nesdefived code g, Y05
L 5 Stateor Province '

- - L Locaiti- ity
T [

Ciiteria.
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Dupa ce ati stabilit criteriile apasati butonul OK si veti fi solicitat sa selectati una din optiunile de mai jos.
Selectati optiunea “Accept this certificate for Logon Authentication” si selectati contul (conturile) caruia ii
atribuiti aceasta regula. Apasati apoi butonul Finish.
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Pentru a configura optiunea “Enable certificate trust list” apasati butonul Edit.
Cerlilivale Trusl Lisl Wizard

Whosleorre: Loy Thex Clowrlilicaal o Trosld
List Wizan«l

Thiswizard [ilps o create o e cerbilicate rost list
or modify an axlcking certiflcata brust list,

& Corbificate st st LI Ls a signed st of root
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judged reputabhe L e adiiiste abor .

To conkinue, lick Mext.

SR Pt iz el I

Apasati butonul Next si vi se va afisa fereastra “Certificates in the CTL". Pentru a selecta certificatele
autoritatii de certificare apasati butonul Add from Store (le puteti importa direct din browser) sau Add from
File (realizati importul din fisierele cu extensia.cer pe care le-ati descarcat de pe site).

Cerlifivale Trust Lisl Wicard

Cerlificates in Lhe CTL
The cartificatas liskad in the Following Eabls are currentlyin the CTL,

LireEnt L] FRFRIFEARRS

Issued To | 1ssued & | treended Furposes
4] | |
Add From Store Add from Elle Bemaye I Tew certiicate |

< Bacle I Mok = I Cancel |
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Apasati apoi butonul Next. Selectati certificatul autoritatii de certificare (in acest caz VERISIGN TRUSTED
NETWORK) si apoi apasati butonul OK.

Select Certificate E I

Seleck the certificates wouwant to use

Issued to Issued by | Intende. .. I Frier A]
[EdThawte Persanal Basic CA Thawte ... Client a... Thaw
First Diata Digital Certificates Inc, Cer... First Dat... Server ... Firsk
iSign Trusk Metwark, Yerisign ... SecureE. ..

E Thawte Persanal Premium CA Thawte ... Client a...  Thaw
'-.-'eriSign Trusk Metwork, Verisign... SecureE... Veris
= Thawte Persanal Freemail C4 Thawte ... Client &...  Thaw
ml..lm.-:c:.-m Tevimk Bkl Ll wiiTh Cmmiem O Ll i
: T i

ik l Zancel | YWiew Cerkificate I

Dati un nume sugestiv acestei optiuni si apasati butonul Next. Pentru a incheia acest proces, apasati
butonul Finish.

Certificate Trust List Wizard Certificate Trust List Wizard

Name and Description
The CTL name and description help distinguish it From others CTLs.

Completing the Certificate Trust
List Wizard

‘ou have successfully completed the Certificate

Tyvpe a friendly name and descripkion For the newCTL, Trust List wizard,

Friendly name:

You selected the Following settings:

Purpose Client Authentication
1.3.61.4.1.511.30.1

Identifier {ACI7BEFF-GFBF-48FD-9679-1379219

Yalidity <Mane>

Friendly Mame  Mew 115 CTL

Description This CTL is to be used as the list of trus

Description:

This CTL is to be used as the list of trusted roots for 115
wirbual web sites,
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