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User Manual for electronic signature with Microsoft Outlook 2016

1. E-mail account configuration with corresponding electronic signature

1.1. From the main window of the e-mail client select the tab File = Options :

©

Info

Open & Export
Save As

Save Attachments

Print

Office Account

Options

Feedback

Exit

1.2 Select the tab Trust Center - Trust Center Settings — E-mail Security — Settings...:

Trust Center

General
Trusted Publishers
Mail = = Encrypted e-mail
Privacy Options
Calendar L Encrypt contents and attachments for cutgoing messages
Email Securi A .
People mail Secunity | Add digital signature to outgeing ages
S Attachment Handling | Send clear text signed message when ding signed mes
asks
Automatic Downlead Request ME receipt for all 5/MIME signed r
Search ) .
Macro Settings Default Setting: | I
Language
Programmatic Access

P — Digital 1D's (Certificates)

Customize Ribbon

CQuick Access Toolbar

Add-ins Read as Plain Text

Trust Center Read all standard mail in plain text
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1.3 The button Choose shall be selected for both signing function and for the encryption one. You must
choose the corresponding certificate for both ot them (the one matching with your e-mail). Press OK at
the end of each action:

Change Security Settings X

Security Setting Preferences
Security Settings Name: Windows Security X
| S/MIME Settings (marius.tane@digisign.ro) v|

Select a Certificate
Cryptography Format:  S/MIME

Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages

Security Labels... MNew Delete —
Digi5Sign S.A 1D #2
Certificates and Algorithms
o . Issuer: Digisign Qualified Public CA
Signing Certificate: _
Valid From: 04.05.2015 to 03.05.2016
Hash Algarithm: SHAZ256 ~
Encryption Certificate: _ Choose...
Encryption Algorithm: | AES (256-bit) ~ Cancel
Send these certificates with signed messages
Cancel

2. Signing messages

2.1 From the main windows of the e-mail client select the button New Email:

Hame Send / Receive Faolder

Mew Email ¢ Search Digisigr

All Unread
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2.2 Then choose the Options button, check Sign and press Send button:
E Untitled - Message (HTML)

File Message Insert Options Format Text Review

- olors ~ O _— o~ L]
_.:E'AE_l_l - Colors & ) @ Encrypt '='| Request a Delivery Receipt
& Fonts - -
Themes Bee . Use Voting ) L oz Rece
. Effects + Sign S Request a Read Receipt

Themes Show Fields | Permission Tracking

From « marius.tane@digisign.ro
To..

Ll

Subject

2.3 In the window that appears enter the device password. Then select the OK button:

(S) Token Logon >

@afeNet SafeNet Authentication Client

[ T I S —

Enter the Token Password

Token Mame: My Token

Token Password: IIIT I Y]

Current Language: EMN
This is an unlicensed copy for evaluation use only.

Cancel
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