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Instructions for installing and using the qualified digital
certificate issued by DigiSign

Version 1.3

In order to use the digital certificate properly, please follow the instructions presented in this document.
Failure to follow these specifications and the use of other applications than those specified in this
document may cause a delay in successfully using the digital certificate or even its loss.

An example of the install process on a Windows XP system will be presented in the following pages.
Pictures can differ if other versions of Windows are used but the steps are the same.

Attention: If you renewed your qualified digital certificate and the applications are already installed on
your computer, please reinstall the trust chain from point 2.1 (page 2), then continue with the procedure
from point 3 (page 12).

1. Please make sure that your operating system is up-to-date and
you don’t have any firewall/antivirus application that might block the
proper installation of the USB Aladdin e-Token PRO device.

2] New Office Document
|5 Open OFfice Document
@ Set Program Access and Defaults

i@ Accessories Offers the latest critical and security updates, device drivers,
@ Games and other features that are available for your Windows

. computer.
I Microsoft Office

) Startup
é Internet Explorer

)
Training 3 i
@ Outlook Express

e Internet . Remote Assistance

Intermet Explor &) windows Media Player

ﬂ ‘Windows Messenger

S Windows Movie Maker

I eToken >
L I Digisigner

. Log OFff @ Turn OFf Computer

= eToken Prope

| start I
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Use the Windows Update function or follow the instructions on the Microsoft website in order to install
the latest updates available for your operating system and for the Internet Explorer browser.

Make sure that:

. You are logged in as the administrator of the system on which you want to install the
digital certificate;
. The clock, date and time zone settings of the system are properly set;

° The eToken device is NOT connected into the USB port during the installation
process of the applications.

2. The installation process of the applications needed in
order to use the e-Token USB device and the qualified digital
certificate.

For the proper use of the Aladdin eToken cryptographic USB device which contains the qualified digital
certificate issued by DigiSign (used for creating the extended digital signature), you will have to install the
DigiSign trust chain and the Aladdin eToken software.

2.1 Installing the chain trust and the Aladdin e-Token software

2.1.1 Installing the DigiSign trust chain

a) Download the trust chain from the following link: http://www.digisign.ro/uploads/cert.zip

b)  Open the archive you just downloaded, unzip the cert.exe file and open it by double-clicking the
executable or, in case you are using Windows Vista or Windows 7, open it by right-clicking on
the file and selecting the ,,Run as Administrator” option.
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c) Choose the Install button.

ELant de incredere Digisign 5.A. i ] e
=
Acest utilitar importa cerificatele autoritatilor DigiSign S A
[ -]

D estination folder

LI Browse. .. |

Inztallation progress

I Install I Cancel |

IMPORTANT : Please make sure that the trust chain was successfully installed!

In a similar window like the one below, the ,,CertMgr Succeeded” mesage will be shown if the chain
trust was successfully installed:

If you receive the @Sgille]lEIel mesage, you will have to right-click the cert.exe file and select the
«~Run as Administrator”option (1) .

d) Choose the Next button.

x|
Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trusk
lisks, and certificate revocation lists From wour disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation af your identity and contains inFarmation
used to protect data or ko establish secure network.
conneckions. & certificate store is the system area where
cerkificates are kept,

To continue, click Mext.

= Back I Mext = I Cancel
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e) Leave the eAutomatically... button checked and then click Next >

Certificate Import Wizard |

Certificate Store
Certificate skores are syskem areas where certificates are kept.

Windows can automatically select a certificate skore, or wou can specify a locaktion For

I " automatically select the certificates store based on the bype of cettificate I

" Place all certificates in the Following store

Certificate stare:

I Erawse. .. |

< Back Cancel |

f) Click Einish

Certificate Import Wizard |

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Stare Selecked  Automatically determined by ¢
Conkent PKCS #7 Certificates
File Mame DigiSign-1.p7b

a | i

< Back, Finish Cancel |
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g) Click OK

Certificate Impork Wiz x|

\lj) The impart was successFul,

h) Choose the Next button

Certificate Import Wizard |

i) Leave the eAutomatically... button checked and then click Next >

Certificate Imporkt Wizard |

Certificate Store

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains inFormation
used to protect data or ko establish secure network
conneckions, A certificate stare is the syskem area where
certificates are kept.

To continue, click Mext,

= Back I Mext = I Cancel

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

I 1% Automatically seleck the certificate store based on the bvpe of certificabe I

" Place all certificates in the Following store

Cerkificate store:

I Browse. .. |
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j) Click Einish

Certificate Import Wizard x|

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

ou have specified the following settings:

Certificate Store Selected  Automatically determined by t

Content PKICS #7 Certificates
File: Mame Digisign-2.p7h

d| | M

< Back I Fimish I Cancel |

k) Click the OK button

Certificate Impork Wi x|

\!.J) The import was successFul.
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2.2 Installing the Aladdin e-Token PRO software

Please choose the following driver depending on the version of the operating system used:
Compatibility: Windows XP, Windows Vista, Windows 7, Windows 8, Windows 10 , Windows Server 2003,
Windows Server 2008 :

a. 32 bit : http://www.digisign.ro/uploads/PKIClient-5.1.msi
b. 64 bit : http://www.digisign.ro/uploads/PKIClient-5.1 X64.msi

Make sure that the USB e-Token device is not connected to the
computer!

a) Double-click the downloaded application (PKIClient-5.1.msi for the 32-bit operating systems or
PKIClient-5.1 x64.msi for the 64-bit operating systems)

ATENTION: If the operating system is Windows Vista or Windows 7, you will have to right-click
the file and select the ,Run as Administrator” option !

b) Choose the Run button

Open File - Security Warning El

Do you want to run this hle?

Mame: PEIClient-5.1.msi

Publizher: Aladdin KEnowledge Systems LTD
Type: Windows Installer Package

From: D:\DigiSigntRootChain)Digisign-Driver _indows_ge. ..

Run Cancel

v Always ask before opening this file

“While filez from the Intermet can be uzeful, this file ype can
9 potentially harm vour computer. Only run software from publishers
pou bust, What's the risk?

s
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c¢) Choose the Next button

{&# eToken PKI Client 5.1 5P1 Setup ==l

cToken '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup Wizard will install eToken PRI Client
5.1 SP1 on your computer.
eTaken

PKI...

Carncel |

d) Click Next

i eToken PKI Client 5.1 SP1 Setup -0l x|

_1( Ready to Install the Application
eTO en Select the language for eTaoken PRI Client.

Select T oken PKI Client interface language:

English =

Click Next to begin installation.

¢ Back Cancel |
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e) Check the eI accept the license agreement option and click Next

i'é" eToken PKI Client 5.1 SP1 Setup ;Iglil

End-User License Agreement
eTO‘i(e n Please read the following license agreement carefully.
ALADDIN KNOWLEDGE SYSTEMS LTD. il

eTOKENM ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEAZE READ THIZ AGREEMENT
CAREFULLY BEFORE OPEMING THE PACKAGE AND/OR USING
THE COMTEWNTS THEREOQOF AWMDYOERE BEFORE DOWHNLOADING OR
IMSTALLING THE SOFTWARE PROGEAM. ALL ORDERS FOR AMD
USE OF THE eTOKEN ENTERPRISE PRODUCTS (ncluding without

linitation, hbraries, utilities, diskettes, CD-ROM, eToken™ keys and the
v rorrmanin techmieal doenenentation fhereinafer MBrodoetty STTEET TR

| 7+ | accept the license agreement ||
i | do not accept the licenze agreement

< Back I Meut > i Cancel I

f)  Choose the Next button
=

Destination Folder

eTO‘i(e n Select a falder where the application will be installed.

Setup will install the eToken PEI Client 5.1 SP1 filez in the following Falder.
Toinstall in a different folder, click Browse and navigate to the required folder.

“r'ou can choose not to install eToken PEI Client 5.1 5P by clicking Cancel to exit the
Setup.

C:\Program Files\aladdinteT oken' Browse | ‘

” Drestination Folder

< Back I Mext > il Cancel

g) Click Finish

T
eToken '

eToken PKI Client 5.1 8P1 has
been successfully installed.

Click Finish to exit Setup.

eToken

PKI...

< Back Cance| |

s
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2.3 Verificarea instalarii lantului de incredere

Choose one of the options below in order to verify that the DigiSign chain trust was successfully installed.
If you notice that one of the following certificates are missing from the application, you will have to
repeat the trust chain installation process presented at point 2.1 (page 2) of this document.

—— 2.3.1 Using the Internet Explorer browser

o Open the Internet Explorer browser. From the 700/s menu, select — Internet Options — Content
— Certificates — Intermediate Certification Authorities .

o In that list you should find the following certificates: DIGISIGN FOR UNNPR, DIGISIGN PUBLIC
and DigiSign Qualified Public CA if the trust chain installation was properly made.

R o Open the Internet Explorer browser. From the 700/s menu, select — Internet Options — Content
— Certificates — Trusted Root Certification Authorities .

In that list you should find the following certificates: DigiSign Qualified Root CA si DigiSign
Qualified Root CA v2 if the trust chain installation was properly made.

— 2.3.2 Using the Certificate Manager tool

From the Windows Start menu, choose the Run option. Type certmgr.msc and then click OK.

o Select Certificates - Current User — Trusted Root Certification Authorities — Certificates . In the
right panel you should be able to find the 2 certificates named: DigiSign Qualified Root CA and
DigiSign Qualified Root CA vZ2 if the trust chain installation was properly made.

-]

|File Action  Yiew Help

& = | mm| 4 X E B2
Certificates - Current User | Issued To  # | Issued B | Expiration Date :I
L LP | [EClass 375 Primary Ca Class 3TS Prima.., 07.07.2019
[Ecopyright (c) 1997 Microsoft Corp,  Copyright () 1., 31.12,1999

—
Certificates [Elpeutsche Telekom Raat CA 1 Deutsche Telek...  10.07.2019
Enterprise Trust [Elpeutsche Telekom Root Ca 2 Deutsche Telek...  10.07.2019

Intermediate Certification Authc
Active Directory User Object
Trusted Publishers

Unkrusted Certificates

-D|g|Cert Global Root CA Digicert Glohal . 10,11,2031

Digisign Qualified Rook Ca Digisign Qualifie. .. 2029
DigiSign Qualified Root CA w2 DigiSign Qualifie,.. 11.05.2031

Third-Party Root Certification &y
Trusted People =IDST (AN Network) CA DST (ANK Netw...  09.12.2018
-2 Other Peaple [EsT (MRF) Rootca ST (NRF) Root...  08.12.2008
B[] Certificats Enralimert Requests | E2IDST (UPS) RoatCA D5T (UPS) Root...  07.12.2008
ElosT Rootca x1 DSTRootCA X1 28.11,2008
Elost Rootca xz DSTRoOLCA X2 28.11,2008
Elostcae DSTCAEL 10.12.2018
ElostcaEe:z DSTCAEZ 09.12,2015
Elost-Entrust 11 cA DST-Entrust GT...  09.12.2015

[EEntrust net Secure Server Certific,.. Entrust.net Sec..,  25.05,2019
-Equlfax Secure Certificate Authority  Equifax Secure .., 22.08.2013
vI
3

[ T O,
1 | QKN |

|Trusted Root Certification Authorities store contains 116 certificates, |

10

s

§.C. DIGISIGN S.A., J40/8069/2005, RO 17544945, Capiftal social subscris 1.500.000 RON, Capital social vdrsat 1.500.000 RON,
Cont bancar: RO27EGNAT010000000258113, MARFIN Bank - Sucursala Domenii, Operator de date cu caracter personal nr. 5513




VfSyma ntec.

| GISIG N SEMNATURA ELECTRONICA | MARCARE TEMPORALA | CERTIFICATE SSL
Website Security

member of iNES GROUP @ DEVOTAMENT | STABILITATE | PREOCUPARE | SUPORT TEHNIC 24/7 Gold Partner

DigiSign S.A. Str. Virgil Madgearu nr. 2-6, Bucuresti, Sector 1, 014135, Romd&nia Tel: 031 620 12 84, Fax: 031 620 12 91, office@digisign.ro www.digisign.ro

e Select Certificates - Current User — Intermediate Certification Authorities — Certificates . In the
right panel you should find the 3 certificates named: DIGISIGN FOR UNNPR, DIGISIGN PUBLIC
and DigiSign Qualified Public CA if the trust chain installation was properly made.

=

File  Action View Help
e | BME R XER|Dm

Certificates - Current User I Issued To  / | Issued B | Ezxpirakion Date -
[#-[_] Personal iSi
(23 Trusted Rook Certification Authc

DIGISIGH FOR LMMPR Digisign Qualifie. .. E
-DIGISIGN PUBLIC Digisign Qualifie... 24.04.2014
[Elnigisign Qualified Public C4 DigiSign Qualifie.., 11.05.2021
(=l GlabalSign Roaok Ca Rook SGC Aok, 23.01,2014
ElsTE CyberTrust Rook Root 3GC Auth...  23.02.2006

Intermedlate Certification Authe

a Certificates

S :::;Z:gi;f;"h\’;iser OBt | & ines.ro NES Advertising  18.12,2010
(- [2] Untrusted Certificates ElMicrosoft Certificate Trust List PCA  Microsoft Root ... 02.04,2019
[-(20 Third-Party Roat Certification AL EdMicrosoft Internet Authority GTE CyberTrust..,  14.04.2015
(-2 Trusted Pecple [EMicrasoft Secure Server Authority  Microsoft Inter,.,  20,05.2014
-2 Cther Pecple EdMicrosoft windows Hardware Com... Microsoft Root ... 31.12,2002
(2] Certificate Enroliment Requests Edricrosoft windows Hardware Com,.. Microsoft Rook .., 31,12,2002 —
MS SGC Authority Root SGC Auth...  01.01.2010
[Emsn Content Authentication Ca M35M Content PCA - 24.,02,2010
[EmMsu Content PCA Microsoft Rook .., 09.02.2017
Root Agency Rook Agency 01.01.2040
[Elsecurenst Ca SGC Roat Root 5GC Auth...  16.10.2009
E Thawte Premium Server CA Root SGC Auth,..  16.07.2004
Pl Thm ke Srimw i Menk SO fkh, 1 T PAnA T
d R | LT i

|Intermediate Certification Authorities skore contains 27 certificates,

2.4  Verificarea instalarii driverului Aladdin eToken

From the Windows Start menu, choose All Programs — eToken — eToken Properties .

— e . | —

AllPrograms - e ) MGFLASHPartition » [ __ _,

Logoff @Turnoff ; —TrTxr o 10X

|i;'5tart i) Manual Aladdin eToke PR... | @ Lantul de incredere - Win... | () Manual eToken l

11
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If the application was successfully installed, the following window will be opened:

EZ eToken PKI Client Properties =10 =

¢Token

Rename eToken
Zhange eToken Password
Unlock eToken
/‘ Delete eToken Content
Wigw eToken Info

Disconnect eToken Virkual

Aladdin

3. Obtaining the e-Token device password

The initial access password ( PIN CODE ) of the e-Token device is sent within the envelope that holds the
USB Aladdin e-Token PRO device which contains the digital qualified certificate.

1. AFTER THE ONLINE RENEWAL OF THE CERTIFICATE, THE PIN CODE WON'T CHANGE.

2. AFTER THE OFFLINE RENEWAL OF THE CERTIFICATE, THE PIN CODE WILL BE
CHANGED.

12
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4. Using the Aladdin eToken utility

Connect the USB Aladdin e-Token device to the computer.

From the Windows Start menu, choose A/ Programs — eToken — eToken Properties .

I = (= pigisigner y | —

All Programs

Log Off @ Turn OfF : e lgx
li} Start L@j Manual Aladdin eToke PR.. I (€ Lantul de incredere - Win... | () Manual eToken I

On your screen, the following eToken PKI Client Properties window will be displayed:

[=*eToken PKI Client Properties

eTo‘I;g n

\;_’ eToken
Rename eToken

m\i@ Change eToken Password

Unlock eToken

9 Delete eToken Content

o Viiew eToken Info

Disconnect eToken Yirtual

Aladdin

13
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4.1. Rename eToken

This function is optional and allows the user to change the device name (for customization purposes):
a) Choose the Rename eToken option;

b) In the Password field, you will have to fill in the e-Token device pin code.

WARNING (!):
If you will provide a wrong password for more than 15 times consecutively, the e-Token
security device will automatically lock itself and there will be no possibility of unlocking it.

If the Pin Code is correct then you should continue by clicking the OK button.
|

Log On to eToken eTO‘/I(e n

Enter eToken password

eToken Name: I eToken

Password: I HERAHRAHR

Current Language: EN

[\ 0K | l Cancel

In the eToken Name field you should type your desired e-Token name:

x

Rename eToken eTOi(e n

eTokenName: |Nume si prenume / alias / etd

You can use this name to identify your eToken

0K Cancel W
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4.2. Change Password

This function is recommended.

OBS: If you want to change the password of the eToken device, the utility will force you to
enter a new password that meets the following criteria :

e minimum number of characters — §;

e maximum number of characters - 24;

e the password must contain at least one lowercase, one uppercase and one number.

IMPORTANT (N):
If you will provide a wrong password for more than 15 times consecutively, the e-Token
security device will automatically lock itself and there will be no possibility of unlocking it.

a) In the first field, Current eToken Password, you'll have to type the password supplied by
DigiSign.

b) In the second field, New eToken Password, you must type a new password (the desired one).

¢) In the third field, Confirm New eToken Password, you'll have to re-type the new password in
order to confirm it.

= Change Password: CONFIRMARE

Change Password ETO‘i( e n

Current eToken Password: || |

Mews eToken Password: | |

Confirmn Mew eToken Passwaord; | | ] 0%

o
]1 Pazzwaord must meet token defined complexity requirements:.

ok Zancel

0ld Password Field cannot be left blank,
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d) If the new password meets the requirements listed above, click the 'OK button.
x|
Change Password eToi( e n

xxxxxxxxxx

Current eToken Password:

New eToken Password: |

xxxxxxxxx

Confirm New eT oken Password: Eemmmmmmm 100%

The best passwords are at least 8 characters long and include upper and lower
case letters, punctuation marks and numbers created in random order.

Current Language: EN

Show Tips >> [\ 0K ”\ Cancel

e) Press the OK button.
x|

Password changed
successfully

At this point, the utility is properly configured. There are no other necessary actions
needed and you can start using the DigiSign qualified digital certificate.

IMPORTANT:

If you regulary use the Mozilla Firefox Internet Browser, when you will install the Aladdin
eToken application, its module is automatically uploaded into the Mozilla Browser. Each time
you will connect the USB token to your computer, the browser will automatically prompt for
the eToken password.

fm ' sl Your eToken
‘ Q Please enter the master password for the(eToken PRO, i device name.
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DO NOT press the OK button without entering the correct e-Token password because empty
spaces are considered characters and will be taken into consideration for the 15 allowed
attempts to provide the correct password.

There are two ways of unloading this module:

1. During the installation..
a) Disconnect the USB eToken device
b) Open Mozilla Firefox before you start the eToken device installer

¢) While installing, you will be asked if you want the installer to update your Mozilla
Firefox browser or not. We advise that you to press the ,Cancel’ button.

3INgs

eT oken PKI Client installer will update your Mozilla Firefox
browser. Please close your Mozilla Firefox browser, wait few
seconds, and press Ok. Press Cancel to skip update.

=)

PKIRepair

r

Time remaining: 0 seconds

Cancel
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2. If the eToken device driver was already installed:

a) Disconnect the USB eToken device
b) Open Moxzilla Firefox
¢) Go to Tools— Options — Advanced — Encryption — Security Devices

d) Select the eToken module, click the Unload button and then OK.

3 Device Manager =)
Security Modules and Devices Details Value LogIn
4NNSS Internal PKCS #11 Module o Module eToken Loa Out
Generic Crypto Services Path eTPKCS11.DLL 1=

Change Password

FToken PO
i =
Unnamed Slot -—
Unnamed lot Enable FIPS

Unnamed lot
Unnamed lot

Unnamed Slot
Unnamed Slot
Unnamed Slot
Unnamed lot
Unnamed 5lot
Unnamed 5lot

0K

e) Restart the Mozilla Firefox Internet Browser.
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S.C. DigiSign S.A. provides qualified digital certificates issued under the 455/2001
(Law on electronic signature) Law. These qualified certifcates can be used in different
systems (eg. ANAF, NSC, NTC, CSSPP AEGRM, CSA CEDAM, SEAP), where S.C.
DigiSign S.A. is not an operator and does not have the possibility to offer advice or
support in order to use those facilities offered by the public state institutions.

In order to obtain access to those platforms and further guidance for using the DigiSign
qualified digital certificate therein, please contact the administrators of those systems.

Useful links:

> Installing and using the digital signature with Microsoft Office 2007

> Installing and using the digital signature with Microsoft Outlook 2007

> Installing and using the digital signature with Outlook Express 6

> Setting up the option for checking the validity of public hierarchy certificates for Adobe
Reader

> Download Adobe Acrobat Reader 8.2

A\

Download Adobe Reader 10.1.0

Video tutorials:

> How to install a digital certificate — video tutorial
> How to reqister a digital certificate to ANAF - video tutorial
19
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http://digisign.ro/uploads/Manual%20de%20utilizare%20a%20semnaturii%20electronice%20cu%20Microsoft%20Office%202007_EN.pdf
http://digisign.ro/uploads/Manual%20utilizare%20semnatura%20electronica%20cu%20Microsoft%20Outlook%202007_EN.pdf
http://www.arx.com/files/Documents/CoSign-Quick-Guides/Outlook.pdf
http://digisign.ro/uploads/Config_public_acrobat_reader_EN.pdf
http://digisign.ro/uploads/Config_public_acrobat_reader_EN.pdf
http://www.digisign.ro/uploads/AdbeRdr820_en_US.msi
http://www.digisign.ro/uploads/AdbeRdr1010_ro_RO.exe
http://www.youtube.com/watch?v=yo1s_Ankx0U
http://www.youtube.com/watch?v=5gkMB6WnPTo
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