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Configurarea optiunilor pentru autentificareapeserverut i | i zand
certificatele digitale (IIS)
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2. Alege"Hiab-ul Directory Security k d i n s e Sédure comm unic ations aptsa$ i but onul
Edit.

DnSite Properties

‘Wb Site ] Operstorz | Pesformance | 154F1 Filterz I Home Direcloy I
Documents | DiecloySecuity | HTTPHeadsrs | CustomEnas

[~ Anongmous acces: and authenbicabion control —
Enable ancrymous access and edi the

suthentication methods for this resowce. IEI

- | address and domain name resticlions

(Girart of deény access to this resousce Lsng
IF sddiesoes of inteaniet domain names.
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3. BifaSic & wel® fMRequire secure channel (SSL)§ fEnable client -certifi cate mappin go
K fEnable certificate trust lista
Secure Communications K]

e ﬂcquirc securs clharel [DD.L]

| Reguirs 1284t anciuption

— Client certificates

T Jgnors clicht cortificatos
(% fcoapt chanl cartithcatas
= Ramuite cliert rertificatas

¥ Eriabile clienl cedifizale |||c|.|_r!.|ir_|_Ll|

Lhent corbticatas can be mapped to Windows uzer
accountz. Thiz allows accezz contral to rezourcos =
uzing clicht cotificatos. Euil... I

[+ Enabla cerbhicata trost izt

et (71 |(RTTETETERM———_

New. | Edit. |

ar, I Caricel | [l |

@ secS i ea Client certificates p u t @@ ipentru una din variante. @ cazul ~ rare alegeS varianta
fAccept client certificatesq autentificarea se poate realiza at @t bazt de certificate digitale c© k pe
bazt de user k iparolt. Dact o p t peBtiu fRequire client certificatesq autentificarea se realizeazt
numai pe bazt de certificate digitale.

@ secS i ea iii Eable client certificate mappingd aptsaS butonul Edit. @ aceas t dtapt. p u t eofgd
pentru una din o p $i uda imBpare a conturilor. Poate fi fil-to-10(fie crhi cont i se atribuie un
certificat digital) sau fiMany-to-10  (atsilRiie un singur certificat pentru mai multe conturi).

Account Mappings [ <]
Ttod IMany—toJ 1
Edit “one to ane'! mappings: Each individual sartificats is mapped into & specific Wwindaws ascourt You can choose to
map mulkiple certificates inta the same account, but a separats mapping enby must sxist for sach o
- — Subject
[ Mapping Mame | wirdows Account | Y or _
< Cip [ OCALHOS TING Edministrator THESEnEamanis 5.4
b ppir LOCALHOS TING & dministrator Joim Dos
RO
~lssuer
DigiSign Romania S.A.
Johm Doe
RO
Edit Map... Delete
= ON,
oK. Cancel Ll Hel N
q i Bl s r. 6513
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@ cazul ~ rcare aS hles o p Seatfnto-1q aptsaS butonul Add, introduceSi  n u nerului écontulsii
respectiv) K iataka$i un certificat digital valid. Certificatul respectiv se gktsek t e fermaunui fi ericu
extensia .cer K to n S cheiapublic L

Open

Laok jrt [ [ Desktop | e @ E-

=y My Documents
._

My Computer
BEMy Metwark Places
A Enrollment

getcacerk.cer

File: arne: _'_l Open I
Files of type: Certificate Imporl Files [ ey B | Cancel |
' %

@ cazul ~ rcare o p t peStiu atribuirea fMany-to-14 se creeazt. o regult pentru autentificarea cu
certificate digitale. AptsaS i ruluAtida

Account Mappings
1o Manwto-1 I

when & client certificate is presered. these matching miles will be examined in the order in which thew appear beow.
Upar the first match, the userwill be logged into the associaed Windows user accourt. '
¥ Enable Widcard Clisnt Cattificate Matching
R.le Description
Lol e Rule
Mave Lp |
tave D own |
‘EditRule:.. Delete

0K Cancel Apply Help
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AlegeS un nume sugestiv pentru aceastt regulk k iaptsaS iapoi butonul Next. @ fereastra Rules,
apts a lgutonul New pentruacreao n aagd | de mapare.

General Rules
V' Enable this wildearnd rle Specify the cerificate fislds-anc match criteria;
Enter-a brief desciiption of the wildeard matching rile. This iz for sour reference:only. Certif cate Fiald | Sub Field l W ateh Critena

Dezcrption: |MEEREIE

Edits Mew. I [elete |

< Back l Hext> l Eancel Help < Bark ! Mest = i Cancel Help

VeS Bjunge ‘ntr-o fereastrt fEdit Rule Element wnde v tput al€e criter i i | ecaduptdeti Si
realiza$ iautentificarea cu ajutorul certificatelor. Autentificarea se poate realiza d uvepitent (Issuer)
sau dupt anumite subc@mpuri din c© mp Blbject. Toate aceste informa% sunt con Si n ufieare d e

certificat. Edit Rule Element

Edit the rule element by choasing what major of the certificate iz to be matched against. Then chaose an appropriate
subfield. Finally, enter a matching string_. ‘'ou can uge wildeards for the match,
Walid subfields are short strings indicating a sub-walue in & certificate field. Example; *'0"" stands for Organization,

Mew subfield stings may be defined at a later date. Please refer to current dacurmentation for the latest codes.

V' Match Capitalization

Ceitificate Field: Ilssuer & chart of some of the sub-fields already defined iz beldw.

0 Organization - & company or business

QU Organization Uit - department
CH. Common Mame - a net address - e.g. "microzoft com’'

Criteria: iDefauIt" C  County/Feagion - & short pre-defined code e.g. 'S
S Stateor Province

L Localiy -t
(1.8 I Cancel | Help I e

Pentru ¢ @pul Sub Field p u t aef§e una din variantele de mai jos, unde O reprezinta compania care a
emis certificatele ( °~ acest caz DIGISIGN S.A.), OU reprezi n Organization Unit, CN reprezi nt t
Common Name, E reprezint fadresa de e- mail. Toate aceste informaS i gts li & certifcae " n cSiean
Details \ Subject.

Edit Rulz Element

Edit the rule element by cheasing what major of the certificate is bo be matched against. Ther choose an approprate.
zubfield, Fitially. enter a matching sting. Yeou can use wildoards for e match.
Walid subhields are short stings indicating & sub-walue & certhcate eld. Example; U stands for Uiganizatich.

Mew subfield stings may be defined at a later date: Fleass refer to curent documentatior for the latest codes.

V¥ Mateh Capitalization

Ceitficate Field: llssuer J A chart of some of the sub-fields already defined s belw.

0 COrganization - & companyor business

SubField: ’E | OU  Organization Unit - departnent
5] - CH - Common Mame - anet address - eq Yroicrosot com'
Ciiteria. au ___i C ConrdiFegior - & st nesdefived code g, Y05
L 5 Stateor Province '

- - L Locaiti- ity
T [
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D u pde a$ stabilit criteriile aptsa$ butonul OK ki veSfi solicitat s t elegtaSinadino p Si u nmaijos. d e
SelectaS 0 p SeauAtcept this certificate for Logon Authenticat i «n destaS ¢ontul (conturile) ctruia i
atribuiSaceas t regult. AptsaSapoi butonul Finish.

rt—

Selec! Bt aetgn o Uk ade  seticne povsariedn wowh pimnl vhich maches
e pecedig it
¥ it e ceticaie b Loger usbssishor
1" Faue ke
@ @
ecnt | St
e |
o [ a ] oo | ek
&r Gr =]
Pentru a configura o p feafiEnable certificate trust | i aptsasS i b (*Etito n u |
Cerlilivale Trusl Lisl Wizard

Whosleorre: Loy Thex Clowrlilicaal o Trosld
List Wizan«l

Thiswizard [ilps o create o e cerbilicate rost list
or modify an axlcking certiflcata brust list,

& Corbificate st st LI Ls a signed st of root

rerkibicabinm =0ikheriby (04 rerkibicake s Fhat bevee een
judged reputabhe L e adiiiste abor .

To conkinue, lick Mext.

SR Pt iz el I

Aptsa$ butonul Next ki vi se va afi kfareastra i €Ertificates in the CTLQ Pentru a selecta certificatele
autorittS dei certificare aptsaSthutonul Add from Store (lep ut e Si dirent gdim browser) sau Add from
File (realiza$ i i mp o«ietele tu extangia.cdr pe care le-a$ ieschrcat de pe site).

Cerlifivale Trust Lisl Wicard

Cerlificates in Lhe CTL
The cartificatas liskad in the Following Eabls are currentlyin the CTL,

LireEnt L] FRFRIFEARRS

Issued To | 1ssued & | treended Furposes
4] | |
Add From Store Add from Elle Bemaye I Tew certiicate |

< Bacle I Mok = I Cancel |
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member of iNES GROUP @

AptsaSapoi butonul Next. Selecta$ iertificatul autoritt S i icertifi@are ('n acest caz VERISIGN TRUSTED
NETWORK)K i apsa§ i b wWKonul

Select Certificate E I

Seleck the certificates wouwant to use

Issued to Issued by | Intende. .. I Frier A]
[EdThawte Persanal Basic CA Thawte ... Client a... Thaw
First Diata Digital Certificates Inc, Cer... First Dat... Server ... Firsk
iSign Trusk Metwark, Yerisign ... SecureE. ..

E Thawte Persanal Premium CA Thawte ... Client a...  Thaw
'-.-'eriSign Trusk Metwork, Verisign... SecureE... Veris
= Thawte Persanal Freemail C4 Thawte ... Client &...  Thaw
ml..lm.-:c:.-m Tevimk Bkl Ll wiiTh Cmmiem O Ll i
J i j"

ik I Zancel | YWiew Cerkificate I

DaSi un nume sugestiv acestei opSiuni K i aptsasi buto
butonul Finish.

Certificate Trust List Wizard Certificate Trust List Wizard

Name and Description

: : Completing the Certificate Trust
The CTL name and description help distinguish it From athers £TLs.

List Wizard

‘ou have successfully completed the Certificate

Tyvpe a friendly name and descripkion For the newCTL, Trust List wizard,

Friendly name:

You selected the Following settings:

Purpose Client Authentication
1.3.61.4.1.511.30.1

Identifier {ACI7BEFF-GFBF-48FD-9679-1379219

Yalidity <Mane>

Friendly Mame  Mew 115 CTL

Description This CTL is to be used as the list of trus

Description:

This CTL is to be used as the list of trusted roots for 115
wirbual web sites,

4 | |
< Back I Mext = I Cancel < Back Cancel I
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