®) DIGISIGN

PKI Disclosure Statement

DigiSign Certification Authority

Qualified Electronic Certificates

compliant with elDAS Regulation and national legislation

Category: Public Document Language: English
Written by: Policies and Procedures Management Body

Verified by: Internal Auditor Edition: 2
Approved by: General Manager Version: 3

OID:  1.3.6.1.4.1.34285.5.1.1.3.1.1.0

DIGISIGN S.A.

74B Nicolae G. Caranfil street, 15t District
014146, Bucharest, Romania

+4 031 620 20 00

+4 031 620 20 80

office@digisign.ro

www.digisign.ro

Copyright © DigiSign. All rights reserved. This document shall not be duplicated, used, or disclosed in
whole or in part for any purposes other than those approved by DigiSign.



mailto:office@digisign.ro
http://www.digisign.ro/

Str. Nicolae G. Caranfil nr.74B, Sector 1, 014146, Bucuresti
Tel.: 031 620 2000 | Fax: 031 620 2080 | office@digisign.ro

®) DIGISIGN

Document history

Edition Version Description Date Author
First release: Policies and
PKI Disclosure Statement for DigiSign Procedures
Certification Authority, compliant with May 15, 2017

. . Management
elDAS  Regulation and national
- Body
legislation
Policies and
Updates as per the recommendations Procedures
resulted after the audit June 15,2017 Management
Body
Policies and
Update contact information and November 22, Procedures

identification methods 2018 Management Body

Policies and

Minor updates July 28, Procedures
2020 Management Body

Policies and

Minor updates April 11, Procedures
2021 Management Body

Policies and

Minor updates at identity validation September 24, Procedures
process 2021 Management Body

Policies and

Minor updates December 22, Procedures

2022 Management Body

Policies and

Minor updates October 24, Procedures
2024 Management Body

Policies and

Address update December 21, Procedures

2024

Management Body

Public Document
2nd Edition, 3" Version

Page 2 of 8



D I G I S I G N Str. Nicolae G. Caranfil nr.74B, Sector 1, 014146, Bucuresti
Tel.: 031 620 2000 | Fax: 031 620 2080 | office@digisign.ro

Contents
I [0 1 o Yo [¥To 4] o H O PPV PUTOPPOUPUP 2
O Yoo o 1P UPPPRPNE 2
1.2, CONTACE INFO. .ttt ettt be e ettt et b e b e saeesanena 2
2. Certificate type, validation procedures and USAE.........cuevvuiieiiiiiiieiiiiiee et esree e sree e svee e e 2
2.1. Qualified electronic certificates for electronic Signatures ..........cccovcveeeivciiee e 3
2.2. Qualified electronic certificates for electronic Seals........cccceveriiriiniiiieneeeeee 4
3 REIANCE LIMIES 1ttt et ettt et e st e s bt e e s b e e sabe e e sateesabeeesabeesabeesneeesaneeanns 5
4. Obligations Of SUDSCIIDEIS .......oii e e e e e e et e e e ebe e e e e e bee e e eeareeas 5
5. Obligations of Relying Parties for the verification of the certificate status.......c.cccceceveeeeccieeeeccnennn. 5
6. Limited warranty and disclaimer / limitations of lability ..........cccceoveeeiiiiiiiceiee e, 6
7. Applicable agreements, Certification Practice Statements and Certification Policies .........cccceeneeen. 6
LS T 1V Tot Vi o Yo | oy SRR 6
1o R 1= (0] oo I o] [ oy USRS 6
10. Applicable law, complaints and dispute resolution.........ccccueeeeeiiiricciiee e e e 6
11. Certificate Authority and Repository Licenses, Trust Marks and AuditS.......cccceeveeivvcieeiciciee e, 7

Public Document
2nd Edition, 3" Version Page 3 of 8



D I G I S I G N Str. Nicolae G. Caranfil nr.74B, Sector 1, 014146, Bucuresti
Tel.: 031 620 2000 | Fax: 031 620 2080 | office@digisign.ro

1. Introduction

Thisdocument representsthe PKI Disclosure Statement of DigiSign Certification Authorities (hereinafter
CA PDS). This CA PDS is based on the model presented in Annex A of ETSIEN 319 411-1 standard and is
intended to be a supplemental and simplified instrument that can assist PKI Users in properly using
the qualified trust services provided by DigiSign.

1.1. Scope

The CA PDS contains references for the qualified electronic certificates issued by DigiSign as a
Qualified Trust Service Provider, according to EU Regulation no. 910/2014 (hereinafter elDAS
Regulation), the applicable national legistlation and the relevant ETSI standards.

This document does not replace the Certification Practice Statement and/or the Certification
Policy within DigiSign domain, its purpose being to summarize the key points of those documents for

the benefit of the PKI Users (e.g. Subscribers, Relying Parties etc).

1.2. Contact Info

Name DIGISIGN S.A.

Headquarters 74B Nicolae G. Caranfil street, 15t District, 014146, Bucharest, Romania
VAT RO 17544945

Phone +4 031 620 20 00

Fax +4 031 620 20 80

E-mail office@digisign.ro

Website www.digisign.ro

Opening hours Monday to Friday, from 9 AM till 5 PM

2. Certificate type, validation procedures and usage

DigiSign issues qualified electronic certificates for its End-Users through predefined profiles of the
intermediate certification authority DigiSign Qualified Class 3 CA 2017, issued and signed by DigiSign
Root Certification Authority, compling with the profiles established in ETSI EN 319 412 Part 1, 2, 3
and 5.

2.1. Qualified electronic certificates for electronic signatures
Generalinformation
= Issued only for natural persons
= It may contain a pseudonym, case in which this will be clearly indicated
= It may contain a filed referring to the Organization, Title and Department, if the natural
person is authorized by a legal person to use those attributes

Certification Policy
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= Issued by DigiSign Qualified Class 3 CA 2017 on QSCD
= OID: 1.3.6.1.4.1.34285.1.2.4.256.2.2.3

= Certification Policy type: NCP+

= QCStatement: gc-n/ qc-n-gscd / qc-n-gscd-r

Identification and authentication

The purpose of a qualified electronic certificate for electronic signatures is to identify a natural
person with a high level of assurance, in compliance with Regulation EU no. 910/2014 of the
European Parliament and of the Council of 23 July 2014 and with Law no. 455/2001 on electronic
signatures.

In this regard, the identification of the applicant is being made as follows:
= Face-to-face identification of the applicant, based on a valid government ID, by a
Registration Authority within DigiSign domain, or
= Identification made by an authorized public notary, or
= Through a valid qualified electronic certificate issued by DigiSign only, or
= Using remote identification methods, with video support.

Registration process
The applicant must fill in the online form for obtaining a qualified electronic certificate, which is
publicly available at www.digisign.ro.

The applicant presents to the Registration Authority the original documentation needed in order
for DigiSign to issue a certificate in his/hers name and the valid ID. The Registration
Authority Officer (hereinafter RO) verifies the valid ID presented by the applicant in original, for
validity, integrity, security elements and for the connection between it and the applicant. The
applicant may send the documentation by postal services, but only validated by a public notary
in advance.

The applicant is bind to present to the Registration Authority the following documents:
= Valididentity documents that confirms the applicant’s identity
= Subscribers Agreement, dated and signed
= Terms and Conditions, dated and signed
= Statement, dated and signed

If the applicant wants to include information about his/hers relationship with a legal person,
such as the name of the organization he/she works for and/or the department and title, than the
applicant is bind to present also official documents demonstrating the relationship.

Allowed usage
= Creation and validation of electronic signatures
= Authentication

Limits and prohibited usage
=  Encryption
= Key Escrow

2.2. Qualified electronic certificates for electronic seals
Generalinformation
= Issued only for legal persons

Certification Policy
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= Issued by DigiSign Qualified Class 3 CA 2017 on QSCD
= OID: 1.3.6.1.4.1.34285.1.2.4.256.2.2.3

= Certification Policy type: NCP+

= QCStatement: qc-l / qc-l-gscd / gc-I-lgscd-r

Identification and authentication

The purpose of a qualified electronic certificate for electronic seals is to identify a legal person
with a high level of assurance, in compliance with Regulation EU no. 910/2014 of the European
Parliament and of the Council of 23 July 2014.

In this regard, the identification of the legal person is made by the identification of its authorized
representative (which always is a natural person), as follows:

= Face-to-face identification of the authorized representative, based on a valid

government ID, by a Registration Authority within DigiSign domain, or

= Identification made by an authorized public notary, or

= Through a valid qualified electronic certificate issued by DigiSign only.
Registration process
The applicant must fill in the online form for obtaining a qualified electronic certificate, which is
publicly available at www.digisign.ro.

The authorized representative presents to the Registration Authority the original documentation
needed in order for DigiSign to issue a certificate for the legal person he/she represents and
the valid ID in original. The Registration Authority Officer (hereinafter RO) verifies the
government ID presented by the authorized representative in original, for validity, integrity,
security elements and for the connection between it and the applicant. The applicant may send
the documentation by postal services, but only validated by an authorized public notary in
advance.

The authorized representative is bind to present to the Registration Authority the following
documents:
= Valid identity documents that confirm the his/her identity
= Subscribers Agreement, signed and dated
= Terms and Conditions, signed and dated
= Statement, signed and dated
= Valid extract of the Trade Register which demonstrates that he/she is the legal
representative, or the foreign equivalent for foreign companies registered under foreign
law.
= Official mandate when the applicant is not the legal representative, which

Allowed usage
= Creation and validation of electronic seals
= Authentication

Limits and prohibited usage
=  Encryption
= Key Escrow

3. Reliance Limits

DigiSign will cover the damages it might cause due to the certification services, for persons that build
their conduct on the legal effects of the qualified electronic certificates, up to the equivalent in LEI of
the amount of 10.000 EURO, for every risk insured. The insured risk represents every damage
caused even if there are more than one, following to DigiSign not fulfilling the liabilities mentioned
by law.
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4. Obligations of Subscribers
Subscribers are required to act in accordance with the Certification Polices and the Certification Practice
Statements within DigiSign domain. Their main obligations are:
= To familiarize himself/herself with the Certification Policy under which the certificate was
issued, in order to understand his/hers obligations;
= To provide truthful and complete information when registering for obtaining a qualified
electronic certificate;
= To comply with the obligations assumed by signing an agreement with DigiSign;
= To check whether the information given in the application form and in the certificate itself are
correct and match the required data;
= To use the cryptographic devices and the private key corresponding to the public key of the
certificate, in such a way that prevents its unauthorized use, respectively to exercise sole and
complete control and use of the private key;
= To use the private key and the corresponding certificate in accordance with the
Certificate Policy governate that certificate and solely for the purposes set out in that specific
Certificate Policy;
= To immediately request the revocation of the certificate, in case the private key has been
compromise;

5. Obligations of Relying Parties for the verification of the certificate status
A Relying Party can be any entity who accepts a qualified electronic signature/seal/time stamp
created with a qualified electronic certificate issued by DigiSign, relying on:
= The validity of the connection between the certificate and the identity of the
certificate’s Subject and
= The confirmation of the validity of the certificate issued by the Validation Authority within
DigiSign domain

The Relying Parties general obligations are:

= To verify that the electronic signature/seal/time stamp has been created by means of a
private key corresponding to a public key set in the Subject’s certificate, issued by DigiSign;

= To verify that the signed/sealed/time stamped document or message have not been modified
after the signature/seal/time stamp was applied;

= To carry out cryptographic operations accurately and correctly, using software and devices
which have a security level that complies with the sensitivity and trust level of the certificate
being processed;

= To consider the electronic signature/seal/time stamp or the certificate to be invalid if it is
not possible to state if the electronic signature/seal/time stamp or the certificates are
valid or if the verification result is negative, but not before making sure the verification has
been carried out through appropriate means;

= To trust only the certificates that are used in accordance with their declared purposes

6. Limited warranty and disclaimer / limitations of liability
Within the limits set by the relevant national legislation, except for fraud or willful
misconduct, in no event will DigiSign be liable for:
= any loss of profits
= anyloss of data
= any indirect, consequential or punitive damages arising from or in connection with the use,
delivery, license and performance or non-performance of certificates or electronic
signatures
= anyother damages

7. Applicable agreements, Certification Practice Statements and Certification Policies
All public documents regarding the qualified electronic certificates issued by DigiSign are publicly
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available at www.digisign.ro and any interested party who wants to access them does not need any
form of credentials.

The documents governing the qualified electronic certificates issued by DigiSign are:
= Certification Policy
= Certification Practice Statement
= PKIDisclosure Statement
= Time-Stamping Policy and Practice Statement

8. Privacy policy

All personal information used by DigiSign was gathered, stored and processed in compliance with
applicable laws on personal data protection. For more information, please refer to the corresponding
chapter of the Certification Practice Statement.

9. Refund Policy

DigiSign offers a refund to its Subscribers in accordance with the refund policy published at
www.digisign.ro. Subscribers who choose to invoke the refund policy shall have all issued certificates
revoked and shall demonstrate that DigiSign didn’t met its obligations, specified in the agreement.

10. Applicable law, complaints and dispute resolution

This document is based on the general rules stated in the Certification Practice Statement and it is
in accordance with the legal acts in force in Romania and the applicable supranational acts
(eIDAS Regulation). Disputes related to DIGISIGN’s qualified services will be first settled through
conciliation. If the complaint is not settled within 30 days of the commencement of conciliatory
process, the parties can hand over the dispute to appropriate courts in Romania. In the
instance of the occurrence of arguments or complaints following the usage of an issued
certificate or services delivered by DIGISIGN, subscribers commit themselves to notify DIGISIGN of
the reason for the argument or complaint first.

11. Certificate Authority and Repository Licenses, Trust Marks and Audits

DigiSign is a Qualified Trust Service Provider, based in Romania. Thus, the provision of qualified
trust services by DigiSign, is regularly subject to audits and inspections required by both European and
Romanian legislation.

DigiSign has the following assessments and certifications:

= ISO 27001:2023 which certifies that DigiSign applies an Information Security
Management System in line with this standard for the certification services it provides;

= ISO 45001:2018 which certifies that DigiSign meets the requirements of this standard
for the certification services it provides;

= ISO 14001:2015: which certifies that DigiSign meets the requirements of this standard
for the certification services it provides;

= ISO 9001:2015 which certifies that DigiSign meets the requirements of this standard
for the certification services it provides;

= Clearance and registration in the national register of ANPDSC for personal data

processing;
= ETSIEN 319 401, EN 319 411, EN 319 412, EN 319 421 and EN 319 422 which
certifies that DigiSign is providing qualified trust services, compliant with eIDAS Regulation.

As a Qualified Trust Service Provider, according to eIDAS Regulation, DigiSign is entitled to use the
European Trust Mark.

DigiSign’s repository is publicly available at www.digisign.ro.
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